BIDDOCTOR - CLIENT ADMINISTRATOR GUIDE

Set up your BidDoctor workspace

This guide covers the first administrator tasks for your organisation’s private

BidDoctor deployment. For day-to-day contract work, use the user manual.
Download the printable PDF

Screenshots below show the actual BidDoctor screens with example data.
Replace example values with your organisation’s approved details.
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1. Sign in and secure the administrator account

c Open the organisation’s private BidDoctor address supplied by your implementation
contact. Confirm the address uses HTTPS and your organisation’s subdomain.

a Sign in with the administrator email and temporary password delivered to you
separately. Do not send passwords in the same message as the address.

e Open My account and change the temporary password. Use a unique password and
do not share administrator accounts.

o Set up two-step verification under My account. If your organisation requires it for
everyone, the system administrator can enforce it in Admin — Settings & rules.

Never enter real records in a shared demo. The public demo is shared and automatically rebuilt
every 24 hours. Your organisation’s private instance is isolated and is not part of that reset.

& park mode

BidDoctor

Email *

[ ]

Password *

Read the solution overview & manual - Administrator setup
guide

Sign in at your organisation’s private HTTPS address using the administrator details delivered to you separately.



Change password Two-step verification

Current password * Protect your account with a code from your phone in addition to your
password.

Set up two-step verification

Set up two-step verification with an authenticator app.

New password *

At least 10 characters.

Confirm new password *

Change password

Change the temporary password to a unique password of at
least 10 characters.



2. Confirm organisation rules

® Review Admin — Settings & rules, including your clearance authority and threshold,
approval limits, payment period, standstill, performance-security deadlines, and stage
targets.

* Confirm the organisation name and short name shown in the system. Ask your
implementation contact to correct deployment-level defaults if needed.

e Review Admin — Public holidays. Add the current gazetted dates for Eid al-Fitr and
Eid al-Adha, plus any organisation-specific closures.

® Confirm the Open Contracting Data Standard prefix before publishing OCDS data; use
a prefix registered for your organisation.

Have Legal, Procurement, Finance and the Accounting Officer approve the rules before entering live
contracts. The supplied values are starting points, not a substitute for your organisation’s approved
procedures.

Administrator D User manual

Settings & rules

a1 Dashboard
Regulatory limits and service targets. Defaults follow the PPDA Act and the Contracts Regulations 2023; change them here if the law or entity policy changes.

Entity

Drafting pipeline

Entity name (appears on contract drafts) *

(2 Contract register Example Public Agency
0 Alerts i
Short name Clearance authority Clearance threshold (UGX)
EPA Solicitor General 200,000,000
Suppliers Contracts above this value go for clearance.
A Contacts
Reports Regulatory limits
Change order - single (% of original) Change orders - cumulative (%) Amendment - single (%) Amendments - cumulative (%)
1 1.5 15 25
% Users
Reg 53(2) Reg 33(2) Reg 54(4) Reg 54(5)
Settings & rules 3 S . : :
Advance payment cap (%) Payment period (days after certification) Standstill (working days) Performance security due (days after
Public holidays 30 20 10 sianig)
2 21
Email Reg 43(3) Reg 49(3) Reg 4{1}
SBD ITB 52

Backups

Alerts & email

Settings & rules: review every threshold, target and organisation detail before using real contracts. The example values shown are
not a recommendation.



Alerts & email

L Install app Expiry alert windows (days, comma- Look-ahead for due items (days) Send daily digest at (hour, Kampala time) ~ Weekly digest day
separated)
14 7 Monday ¥
90, 60, 30
Security & data standards
[ Require two-step verification for every user OCDS prefix

t up at their next sign-in.
acds-X00000¢

Register a free prefix with the Open Contracting Partnership before publishing OCDS data.

& park mode

Drafting pipeline - target working days per stage

A contract is flagged as stalled when it stays in a stage longer than this many working days (weekends and public holidays excluded). These are starting values - agree
real targets with Legal.

Procurement file received Legal drafting from PPDA template Bid document & supplier bid attached Company Secretary review
2 i 3 5

Solicitor General clearance Clean copies prepared (3 originals) Supplier invited to execute
15 2 7

Review alert windows, two-step verification, OCDS settings and stage targets with your organisation’s responsible officers.



3. Add users and assign roles

1. Open Admin — Users — Add user.

2. Use each person’s individual work email, department and least-privilege role.
BidDoctor includes Administrator, Legal, Procurement, Company Secretary, Contract
manager, Finance and Management roles.

3. Set a temporary password of at least 10 characters, then deliver it securely and ask the
person to change it at first sign-in.

4. Deactivate accounts promptly when access is no longer required. Deactivation
preserves the audit history.

See Roles and permissions in the user manual before granting administrator access.

Administrator 0 User manual

Miriam Example added. Share the initial password securely and ask them to change it.

a1 Dashboard
Users
Drafting pipeline Who can sign in, and what they can do. Roles control every action in the system
Contract register
e USER ROLE STATUS
Add user
Ll Alerts
= Grace Example Legal Active Edit Fullnamia ™
grace.legal@example.org - Legal
Suppliers ICT Administrator Administrator Active Edit
ictadmin@example.org Email *
2 Contacts
Miriam Example Finance Active Edit
. Reports miriam finance@example.org - Finance
Role *
NISTRATIO Robert Example Procurement unit Active Edit
robert.procurement@example.org - Procurement Legal :
A3 Users
Department

Settings & rules

Public holidays

Initial password *

0 Email

Backups

Min 10 characters. Share securely.

Y Install app

ICT Administrator

& Dark mode

Admin — Users: add individual accounts, assign each person the least-privilege role, and share initial passwords separately.
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4. Configure email and electronic signing

® Ask your implementation contact to configure your approved mail service. Then open
Admin — Email and send a test message to an administrator.

* Test a signing invitation using an approved test contract and recipient before inviting
an external supplier. Signing invitations and one-time codes are sent to the recipient’s
email address.

® For trusted production PDF seals, your organisation should provide a signing
certificate from an appropriate certification service provider. Without one, BidDoctor
uses a self-signed development seal that PDF readers will not trust.

® Confirm the sender address, public app URL and email links before using real

procurement records.

Email configuration can send real messages. Do not use shared demo credentials or real supplier
addresses for informal testing.

o5

s for 12 depots (12 months)

Send for signature
ap BidDoctor Nothing sent for signature yet.

Document to s

% Dratting pipeline
® Contract register

0 Aerts

Signing a5

Message to signers (optional)

Send for signature

Electronic-signing example from the demonstration interface. Test the signing flow only with approved internal recipients before

inviting a supplier.



5. Protect records and prepare for go-live

® Configure Admin — Backups with an encrypted off-server destination. Keep the
encryption passphrase outside BidDoctor and test a restore before go-live.

® Confirm that your ICT team has access to the organisation’s recovery contact, hosting
account and domain renewal arrangements.

* Agree who may create, review, approve, sign and close contracts. Test one
representative contract from intake to closure with the relevant roles.

® Check expiry alerts, email delivery, calendar subscriptions, user access and audit

records with fictional test data.

* Before importing records, confirm the approved retention schedule and the secure
source/export process with your records manager.

A- BidDoctor Administrator D User manual

EP! cts
Backups

Copies of the database and every contract document, encrypted and sent off the server on a schedule.

a1 Dashboard

Drafting pipeline Never Off Off None
Last successful backup Schedule (Kampala time) Encryption Off-server destinations
[z) Contract register
L Alerts i - :
Encryption (i) Schedule and retention
Set a passphrase to encrypt backups. Until then, backups stay on the server [ Back up automatically
Suppliers (download them from the history) and are not sent to any destination.
How often At (Kampala time)
A Contacts Passphrase * Every day i 01:00 2
e Day (weekly) Day of month (monthly)
At least 12 characters; a sentence is easiest to remember. Sunday - ]
Repeat it *
Copies to keep at each destination Copies to keep on the server
Settings & rules 30 3
Wirite it down and keep it safe outside BidDactor (e.g. in your organisation's
Public holidays password vault or a sealed envelope with ICT). Without it, backups cannot be restored, Older ones are deleted after each upload.0 =  For quick download, They share the server's
and nobody, including the developers, can recover it. keep al disk.
2 Email
Turn on encryption Save schedule

Backups

Set a unique backup passphrase and agree the schedule and retention with your ICT team. This example screen has not yet been
configured.

+ Install app Destinations (7)

Turn on one or mare. Each backup is sent to every destination that is on. Use Save and test to check the connection.

~ Microsoft 365 (SharePoint or OneDrive)

» 53-compatible storage (AWS, Cloudflare R2, Backblaze, Wasabi, Minl0)
Demo Administrator

Sign out ~ Azure Blob Storage

& Dpark mode

» Google Drive (shared drive)

=~ Folder or network share on the server

History

Choose at least one approved off-server destination, save and test it, then create a backup and verify a restore.



6. Know which environment you are using

Each client deployment has its own Railway project, application, persistent volume, database,
users and uploaded documents. Client subdomains do not share data. The shared demo at
demo.biddoctor.app contains fictional data and is automatically reset; never enter your
organisation's records there. The separate biddoctor.app service is not the shared demo.

Your private instance is configured not to run demo resets. Do not change DEMO_MODE ,

DEMO_SEED , the database path or the persistent-volume settings. Contact your
implementation or ICT administrator for hosting changes, restores, domain changes or
access recovery.

For detailed task instructions, use the BidDoctor user manual and the administrator section
of the documentation.

BidDoctor - Client administrator setup guide - Fictional data belongs only in the shared demo
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